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What i1s a Hazard?

,A Hazard is a potential source of harm or adverse health
effect on a person or persons. “

,A hazard is any agent that can cause harm or damage to
humans, property, or the environment. ™

,A hazard is something that can cause harm, e. g.

electricity, chemicals, working up a ladder, noise, a
keyboard, a bully at work, stress, etc. ™
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What 1is a Risk?

,Risk is the likelihood that a person may be harmed or suffers
adverse health effects if exposed to a hazard. ™

,Risk is the possibility of losing something of value. ™

,A risk 1s the chance, high or low, that any hazard will
actually cause somebody harm. ™

,In daily conversation risk 1s a rather common notion used

interchangeably with words like chance, [ikelihood and

probability to indicate that people are uncertain about the
state of the activity, item or i1ssue under consideration. ™

0(0
B

0GR
SO Co-funded by the

D Erasmus+ Programme
W
c’/.r pY

of the European Union
UZLN

WSRO G,
nen

QQ
%




y

Difference between a , hazard“ and a , risk“

RISK
How great the chance
for that to happen.
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Hazards Classification

Based on energy source

Based on origin Based on effects
Biological Natural Health
Chemical Anthropogenic Safety
Ergonomic Technological FEconomic
Mechanical Sociological Environmental
Physical Environmental
Psychosocial

Possible statuses of a hazard: dormant, armed and active
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effective

w Hierarchy of Controls

Physically remove
the hazard

Replace
the hazard

Isolate people
from the hazard

Change the way
people work

Protect the worker with
Personal Protective Equipment

Least
effective

NIOSH, 2015
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Concept of Risk

Pase principle: the strength of the chain is the same as the strength of
the weakest 1ink.

Evaluation of the risk of technical systems 1s developing relatively late
in relation to other areas (start of industrial era — 30th year). The
first analyzes relate to the research of the lifetime of ball bearings in
the railway (beginning of the 20th century).

Risk is more than calculated numbers. Kisk acceptability and tolerability
cannot be defined based on risk assessments alone. A balance has to be
struck between different concerns, like social, cultural, economical etc.

[t is impossible to restrict the risk evaluation to simple comparisons

between numbers. Uncertainties beyond the probabilities need to be taken
into account.

Co-funded by the
Erasmus+ Programme
of the European Union




The Tools

Quantitative analysis

—  Some formal methods (probability of event, statistics, ect.)

One of the first mathematical concepts used was expected value

[t 1s obtained by multiplying each possible outcome with the associated
probability, and summing over all possible outcomes.

Average value converges to the expected value when the number of
experiments goes to infinity.

The expected value is a key concept in risk analysis and risk management.
It 1s
common to express risk by expected values.
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The Tools

Risk equals uncertainty

Risk refers to uncertainty of outcome, actions and events. This
perspective 1s most common in business contexts (risk = uncertainty).

The idea that risk equals uncertainty seems to be based on the assumption
that the

expected value 1s the point of reference and that it is known or fixed.
Risk does not exist independently of the assessor, as the uncertainties
are somebody’ s uncertainties.

Risk is equal to an event
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Risk is a situation or event where something of human value (including
humans themselves) is at stake and where the outcome is uncertain (risk =
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Different approaches to risk

Iwo perspectives are evident In considering approaches to risk. First,
discipline—based

(Al thaus, 2004, 2005; Aven & Kristensen, 2005), and second, model-based
(Renn, 1992: aft Wahlberg, 2001; Renn & Klinke, 2002).

These four basic approaches, each originating from an independent
disciplinary tradition:

1. Technic
2. Economic
3. Cultural
4. Psychrometric

Meta—-approaches: Political, Socio—emotional, Adaption, Evolutionary
The different approaches to risk illustrate the multifaceted nature of
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Concept of Risk assessment
After the hazard i1s detected, risk assessment takes place.

Risk assessment consists of an objective evaluation of risk in which
assumptions and uncertainties are clearly considered and presented.

| R

Identification of risk Potential consequences Probability Acceptability
of occurrence of the risk

Ways to mitigate or reduce probability of the risk
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Concept of Risk assessment __

Low Hazard
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Concept of Risk assessment

Risk assessment is a mandated science. Neither pure science nor pure
public policy, risk assessment reports are a hybrid of both.

The result of the risk assessment process 1s a document, also termed a
risk assessment, which presents risk findings and describes how they were

generated.

Risk
Advisor

Contracting Organization

Internal
Risk

; Project
Assessment Project )

Team
Consultant e s—— Manager
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Concept of Risk assessment

Communication and consultation

A 4

\ 4

Establishing a context

v

A

Risk Identification

[ 1

A\ 4

> Risk Analysis
v
> Risk Evaluation

Risk Assessment

A

Risk Management

Monitoring and auditing

Managing the Risk:

Limiting exposure
Risk—reduction measures
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Environmental Risk assessment

Environmental risk assessment 1s an organized process used to describe and
estimate the likelihood of adverse health outcomes from environmental
exposures to chemicals. Steps of (environmental) risk assessment:

hazard identification,

dose—response assessment and categorization

prevention, control and reduction

avoliding unacceptable

[ntervent response

Risk transfer (insurance).

SO RN N~

Co-funded by the .

S 7,

7 * *
g‘ l. = Erasmus+ Programme [
e\ S of the European Union .
2 >

*



Environmental Risk assessment

Risk management

(The process of identifying, evaluating, selecting, and implementing actions to reduce risk
to human health and to ecosystems)

H

Risk

!

|

assessor Risk assessor Risk assessor

Project manager (s)

\ 4
Risk manager (s)

Co-funded by the
Erasmus+ Programme
of the European Union

* ¥
*

* ok

* oy %



Environmental Risk assessment

What are we managing? — probability and consequences of the realization of

hazards.
—>

Disaster risk management Natural hazards (dynamics of
events)

The goal of risk management Is scientifically sound, cost—-effective,
Integrated actions that reduce or prevent risks, while taking into
account social, cultural, ethical, political, and legal considerations.

1S5S0 31000: Risk Management — Principles and Guidelines on Implementation
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Environmental Risk assessment

Human Reliability Quantification (HRQ) 20.

Delphi methods etc.

1. Preliminary (Process) Hazard Analysis (PHA)LS. Fault Modeling, Analysis of
2. Hazard and operability study (HAZOP) Effects and Critical Conditions
3. Failure mode and effects (FMEA) 14. Consequences Modeling

4. Human Reliability Analysis (HRA) 15. Block Reliability Diagram

5. Probabilistic Safety Analysis (PSA) 16. Comparative Analysis

6. Tasks Analysis (TA) 17. Simulations

7. Human Error Identification (HEI) 19. Empirical Analysis

8.

9.

Job Hazard Analysis (JHA)

10. Failure mode and effects analysis (FMEA),
11. Event tree analysis (ETA),

12. Fault tree analysis (FTA),
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Environmental Risk assessment
Preliminary (Process) Hazard Analysis (PHA)

Probability Consequences
of

occurrence Insignifica Low Medial Significant Catastrophi
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H — High Risk = need careful management
M — Significant Risk = management responsibilities must be specified
L — Low Risk = managing the usual procedures
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Environmental Risk assessment
Example 1: Wild Landfills

Landfill No. 2
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Receptors | 7§\ #

Endpoints | Cancer

Environmental Risk assessment Noncancer
Example 1: Wild Landills Exposure
Foodchain e
70 - Contaminated _/\\_‘/
63 media |
60 - 53
= 50 - 28 Fate and transport
o 45 compartments
g 401 40 37 A
8 130 - Soil Surface
x Water
xx
20 1 Groundwater s—— Sediment
10 1
0 . : . 82 [sources] =T
Landfill No.1 Landfill No. 2 Landfill No. 3 Monofill Tank
== Probability === Exposure Land Pile Surface
Application Impoundment

Public perceptions on the probability of the various exposure
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Environmental Risk assessment
Example 1: Wild Landills

1 40 x 53 = 2120 Extreme Risk
2 63 x b8 = 3654 Extreme Risk
3 45 x 37 = 1165 High Risk
Formula R = F x S F = Frequency or Probability S = Severity
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Environmental Risk assessment
Example 2: Flood Risk management

Flood risk is the product of hazard, 1I.e. the physical and statistical
aspects of the actual flooding (e.g. return period of the flood, extent
and depth of inundation, and flow velocity), and the vulnerability, 1i.e.
the exposure of people and assets to floods

and the susceptibility of the elements at risk to suffer from flood
damage. (EU Floods Directive (2007)

Meteorological, hydrological, and hydraulic investigations to define the
hazard and estimation of flood impact to define the vulnerability can be
performed separately in the first place, but have to be combined for the
final risk analysis.

Today, this kind of analysis required the application of different data
or specialized
software.
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Environmental Risk assessment
Example 2: Flood Risk management

0 150 300 450m N

Author: Vojtek. M. by ArcGIS 10.1 A
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Environmental Risk assessment

Example 2: Flood Risk management
0—d=0m

1. Determination of flood intensity Fl=<{ d—d=0m,v=<I1m/s
dv—v>=1m/s

2. Determination of flood hazard

Flood Hazard
intensity (FI) categories Description
Fl > 1 High It is recommended not to allow new or extend existing buildings in which people or animals live.

For existing buildings, it is necessary to implement the design of flood protection measures to
ensure adequate risk mitigation or to process program of relocation of these buildings.

03 < Fl<1 Medium Construction is possible with restrictions which are based on a detailed assessment of the necessity
of object functions in the endangered area and from the potential flood hazard of these objects.
Improper is the construction of sensitive objects. It is not recommended to extend existing areas
which are intended for construction.

Fl <03 Low Construction is possible, but the owners of the land and buildings should be warned about the
potential flood hazard. For sensitive objects, it is necessary to adopt special measures e.g. in terms
of crisis management.
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Environmental Risk assessment
Example 2: Flood Risk management

3. Determination of vulnerability and determination of flood risk

® Family house
O Apariment house

®  Other building o] T / Author: Vojtek. M. by ArcGIS 10.1 A

0 150 300 450m N
L e——

I:] Building floor plan
L 1 Madel area

Classes of functional areas B Aceos of age o

I Forest areas R o e
| Residential areas and forestry producsion
areas residentia] greenery
- Recreatanal Ases'vl 4 Ambulatory care centre
I Areas of transport amenity Areas of technical amenity ¥ Energefics
- Avreas of landscape greenery - Areas and i 0] cullural
I 4reas of civic amenity I Aceas of specific amenity £ Primary school

Sensitive objects
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Environmental Risk assessment
Example 2: Flood Risk management

3. Flood Risk maps

Classes of functional sress
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Conclusions

— Acceptable Risk (safety) level - technical & ,political" decision
— Risk and Percepcion of Risk are not always in line

— What are the effects of risk management?

[t is possible to find out only if we do not manage the risks — the results can be
difficult to measure and prove.

— What is the price of risk management?
The best answer 1s another question: what 1s the cost of non—risk management?

Risk Level

Applied
reduction
measures,

Assesment

Non—-economy
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